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WASTC 2018 Faculty Development Weeks

[bookmark: _GoBack]CCNA Cypersecurity Operations
The First New Core Curriculum that the Cisco Academy has rolled out in about 10 years!

Dates:  In Person, June 11 - 15, 2018 Cabrillo College, Aptos CA

The CCNA Cybersecurity Operations curriculum provides an introduction to the knowledge and skills needed for a Security Analyst working with a Security Operations Center team. It teaches core security skills needed for monitoring, detecting, investigating, analyzing and responding to security events, thus protecting systems and organizations from cybersecurity risks, threats and vulnerabilities.
By the end of the course, students will be prepared to:
· Understand cybersecurity operations network principles, roles and responsibilities as well as the related technologies, tools, regulations and frameworks available.
· Apply knowledge and skills to monitor, detect, investigate, analyze and respond to security incidents.
· Apply for entry-level jobs as Associate Security Analyst and Incident Responder.
· Take the Cisco CCNA Cybersecurity Operations Certification exams, 210-250 SECFND, Understanding Cisco Cybersecurity Fundamentals (SECFND) v1.0 and 210-255 SECOPS, Implementing Cisco Cybersecurity Operations (SECOPS) v1.0
· Be a better SysAdmin and Network Admin securely managing your environments
· 
CCNA Cybersecurity Operations is a hands-on, career-oriented course with an emphasis on practical experience to help students develop specialized skills to successfully handle the tasks, duties, and responsibilities of an associate-level Security Analyst working in a Security Operations Center (SOC).
See more about Cisco CyberOps at: https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/associate/ccna-cyber-ops.html

There is no prerequisite to taking the CCNA CyberOps certification exams.

A general knowledge of and facility with Routing and Switching, Linux, and Microsoft operating systems, as well as having completed the CompTIA Security+ training, will help better prepare candidates to pass the certificate tests and improve the delivery of this Academy curriculum to their students.

For this instructor course, the more competent you are with the above topics, the easier it will be to assimilate the new content and methods and successfully apply them.


[image: mjm_homepage]Instructor: Michael McKeeverMichael McKeever has been a full-time faculty member at Santa Rosa Junior College (SRJC) since 2001, when he was hired to build the college’s Computer Networking program.  Lead for the SRJC Cisco Networking Academy and international instructor, he also develops and teaches Computer Security, Client/Server and Forensics courses and ran his own Computer Forensics consulting business. In 2009, he taught the Cisco Security track at MPICT’s Faculty Development Week.  He led a similar track at the 2010 MPICT Faculty Development Week and in 2015 taught the Security+ course to faculty at MPICT’s final event.  He continued the Security+ track at WASTC events in2017 and 2018. Michael has been actively using CCC Confer for years and is considered a Blackboard Collaborate and Canvas teaching expert.  He has a B.A. in Economics from U.C. Santa Barbara and spent 15 years in Audio/Video pre-, live, and post-production.
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